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1. Evolution of ERM and Cybersecurity
2. Recent Events and Trends
3. Risk Profile Implications
4. Downstream Impact
5. Best Practices & Lessons Learned
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Cyber Resilience integrates cybersecurity with business and mission information to enable 
organizations to make informed, prioritized cyber risk decisions that support strategic and 
operational business objectives.
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• In many organizations, Risk Management occurs in 
silos and is not conducted holistically

• Cybersecurity activities tend to be applied universally 
across the entire enterprise from a cyber hygiene 
perspective 
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The Cyber Resilience communications model 
drives tier - specific messaging to improve 
awareness, and allow informed and prioritized 
risk and resource decisions to occur at all levels 
of the organization



4

Cyber Resilience requires communication of focused, actionable risk data to all levels of the 
organization

Senior leadership set organizational and 
business priorities and ultimately own risk 
and liability. 

Security teams must 
understand business 
objectives to prioritize IT 
security objectives 
accordingly   

Business Line owners need 
technology that balances scale, 
speed, and security to carry out 
their business functions

Executives must have a clear picture of 
enterprise cyber risk to enable a full range 
of actions (e.g. commit additional 
resources, communicate business risks to 
shareholders, etc.)

Security teams must communicate to 
leadership the potential impact on 
business goals of potential cybersecurity 
risks and vulnerabilitiesCyber Risk
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k Business Line owners need to understand 
cyber risk impact their performance in 
order to make informed risk decisions, and 
communicate with leadership
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