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Key Takeaways from ERM Playbook 2.0

The model provides a tool for agencies to continually self-assess ERM program
maturity, including related processes, governance, and value to the enterprise.

While there are several ways to approach risk appetite, any approach should
consider how tradeoffs are evaluated, how it applies in operational settings, and how
it informs decision-making up and down the organization.

Successful integration of ERM into agencies’ day-to-day decision-making and
management practices enables agencies to leverage opportunities for accepting,

reducing, sharing, pursuing or avoiding risk that ultimately results in more resilient,
effective, and efficient government programs.

This section provides a foundation in cybersecurity and information security basics
and gives recommendations and best practices for consideration in integrating

cybersecurity and information security risk management with broader agency ERM /A“: ERM

practices. Association for Federal
Enterprise Risk Management
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Maturity Model

The new Playbook includes a federal government ERM maturity model which was developed by an interagency group and has been being
“piloted” by a number of agencies. This model was developed to reflect the particularities of implementing ERM in a federal government setting
and is scalable for use by both smaller and larger agencies.

Five Key Takeaways

+ OMB Circular No. A-123 instructs agencies to take a maturity model approach to the development
and implementation of their ERM programs; this model supports that mandate.

+ The model facilitates flexibility in implementing ERM programs, does not prescribe how to
implement an ERM Program, and is not meant to be a compliance or audit “checklist.”

+ The model provides a tool for agencies to continually self-assess ERM program maturity,
including related processes, governance, and value to the enterprise.

+ The approach facilitates an integrated, holistic consideration of risks and opportunities.

+ Doing a baseline maturity model assessment, then annual assessments thereafter can help
agencies to better communicate about progress and areas for improvement.
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Risk Appetite

While there are several ways to approach risk appetite, any approach should consider how tradeoffs are evaluated, how it applies in operational
settings, and how it informs decision-making up and down the organization.

Five Key Takeaways

+ Agencies may take more or less risk to achieve objectives even if their appetite is not defined, but

appetite is only useful if it can be cascaded down, interpreted, and utilized by employees at all
levels within the agency.

+ Clear and practical risk appetite statements provide guidance on the amount of risk that is
acceptable when pursuing objectives, making risk-informed decisions, and avoiding unexpected
surprises.

+ Risk appetite implementation needs to translate statements into operational levels, including
how appetite and tolerance will be measured using available metrics.

+ Agencies will need to adopt their own approaches to establishing and updating risk appetite, but
any approach should consider which tradeoffs are necessary and whether that tradeoff is
acceptable.

+ Risk appetite provides a guidepost for prioritizing which risks to respond to first, which require
further action, and importantly, whether the risk response will require additional resources or /A“:ERM
other budget considerations.
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Integration with Management Practices

The original Playbook only provided a high-level summary of how ERM should integrate with other management practices. The updated Playbook
describes in a more in-depth way how ERM can work with strategic planning, performance, budget, and internal controls.

Five Key Takeaways

+ LastJuly, OMB updated A-11 to emphasize that ERM should be included in agency’s strategic
planning, performance, and budget discussions. These changes try to explain how that can be
done.

+ During development of the Strategic Plan, considering the future and its associated risks in the
early stages of the process will help the agency better align the management of risks with the
organization'’s overall mission, goals, and objectives

+ The Strategic Objective Review process can be a very effective way to identify opportunities and
manage risks to performance for those risks related to achieving an agency’s mission.

+ Clear, data-rich information on an agency’s significant risks can help agency leadership make better
risk-based decisions for internal budget allocation- to pursue risks, seek additional funds and
make trade-offs.

+ Updated A-123 Appendix A expands internal controls to all reporting objectives. By working with
ERM and understanding the risks, internal controls offices can determine where inaccurate,
unreliable, or outstanding reporting could significantly impact the agency's ability to accomplish /N:ERM
its mission and performance goals or objectives. Association for Federal
Enterprise Risk Management
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Cybersecurity

The updated Playbook addresses the integration of cybersecurity and information security risk management with agency ERM. This is an

emerging area of need within federal agencies, yet many are still figuring out how to tackle it. Cybersecurity and information security risks remain
among the top risks for many federal agencies (AFERM 2020 Survey).

Five Key Takeaways

+

Addresses commonality in terms across the domains of cyber and information security risk

management and agency enterprise risk management programs. Intended to be a useful guide
for both ERM and IT practitioners.

Based on the foundations and tenets of the National Institute of Standards and Technology
(NIST) information security and cybersecurity publications, frameworks, and best practices; this
extends to privacy risk and supply chain risk management.

Includes best practices collected by agencies based on experiences in integrating these
practice areas, including successes and lessons learned.

Recommends expanding relationships and methods to enable both vertical and horizontal
communications paths (translation of risks between organizational levels; supporting decisions
at the enterprise level).

Addresses a long-standing challenge related to perceived overreach of FISMA audits into audits

of agency ERM programs. Recent revised FISMA metrics address this by drawing additional
lines.
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