


Emerging Technology and 
Enterprise Risk Management

How analytics, robotics, cloud technology, and artificial 
intelligence can enhance Federal Enterprise Risk Management. 

A discussion.



Today’s Overview

Across the Federal Government, Risk Management programs are 
taking advantage of the best emerging technologies to provide 
greater benefits and better outcomes from risk management 
functions and programs.  This workshop will discuss how programs 
use and expect to use technologies such as analytics, robotics, 
cloud technology and artificial intelligence.



Moderator and Panelists

Alyssa Fusisi, Principal at Kearney & Company

Alyssa Smiley, Deputy Director, Risk Management and Assurance, 
Office of the Chief Financial Officer, DHS
Michael Howe, Senior Advisor for Oversight, National Science 
Foundation (NSF)



Technology Definitions
Analytics, Robotics, Cloud, Artificial Intelligence



Data Analytics

Data analytics is the pursuit of extracting meaning from raw data 
using specialized computer systems. These systems transform, 
organize, and model the data to draw conclusions and identify 
patterns.



Robotic Process Automation (RPA)

Robotic process automation (RPA) refers to software that can be 
easily programmed to do basic tasks across applications. RPA 
software is designed to reduce the burden of repetitive, simple 
tasks on employees.



Cloud Analytics

Cloud analytics is used to carry out analysis using cloud computing. 
It uses a range of analytical tools and techniques to extract 
information from massive data and present it in a way that is easily 
categorized and readily available via a web browser.



Artificial Intelligence

The study and design of intelligent agents" where an intelligent 
agent is a system that perceives its environment and takes actions 
which maximizes its chances of success.



Department of 
Homeland Security

Alyssa Smiley, Deputy Director, Risk Management and 
Assurance, Office of Chief Financial Officer



Department of Homeland Security (DHS)

• DHS was established in 2002, combining 22 different federal 
departments and agencies into a unified, integrated Cabinet 
agency.

• DHS has a fundamental duty—to secure the Nation from the 
many threats we face. This requires the dedication of more than 
240,000 employees in jobs that range from aviation and border 
security to emergency response, from cybersecurity analyst to 
chemical facility inspector.

• In order to achieve that mission, DHS has to continue to improve 
our processes to seek out opportunities for increased 
effectiveness and efficiency.



The Current Process Challenge

“Across federal agencies, an  
estimated 40,000 employees  
and contractors process  financial 
transactions …CFOs  
characterized their staffs as  
predominantly concerned  with 
transaction processing.”

-The Future of Federal FinancialManagement
April 2018
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Automation as a Solution

Often coupled with 
robotics capabilities to 

supercharge automation 
and applying to more 
complex processes

Incorporates cognitive 
technology to mimic 
the perceptual and 

judgment capabilities 
of humans

Intelligent
Automation

Used for multi-
application, rules-
based processes

Scripting /  
Macros

Linear, fixed 
programming, with 
short sequences of 

code written to perform 
a single task, or a 

series of tasks  

Generally used with a 
single application, rules-
based processes, such  
as moving data in Excel

Process
Robotics

Application of 
technology, governed 
by business logic and 

structured inputs, 
aimed at automating 
business processes



Data Analytics

• What is Data Analytics?
• Data analytics is the science of 

analyzing vast amounts of raw data 
in order to draw conclusions about 
that information using 
predetermined rules and logic.

• Why is Data Analytics Valuable?
• These techniques can reveal trends 

and patterns that may otherwise be 
overlooked in the raw data. Those 
trends can then be utilized to 
optimize processes and controls.
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Robotics Process Automation (RPA)

• What is RPA?
• RPA is an application of technology that allows employees in a 

company to configure computer software or a “robot” to 
capture and interpret existing applications for processing a 
transaction, manipulating data, triggering responses and 
communicating with other digital systems.

• Why is RPA Valuable?
• RPA provides dramatic improvements in accuracy and cycle 

time and increased productivity in transaction processing 
while it elevates the nature of work by removing people from 
dull, repetitive tasks.



Robotics Process Automation (RPA)

Source: KPMG “Robotics Process Automation (RPA)”

https://home.kpmg/content/dam/kpmg/jp/pdf/jp-en-rpa-business-improvement.pdf


Cloud Computing and Technology

• What is Cloud Computing?
• Cloud computing is performing 

computing tasks via a network 
connection while remaining 
isolated from the complex 
computing hardware and 
networking infrastructure that 
supports it.

• Why is Cloud Computing Valuable?
• Generally, you pay for what you 

use, so Cloud Computing allows 
for benefits in scalability, speed, 
outsourcing, and data retention.

Source: 50 Plus Finance “How Cloud Computing Can Help Your Business”

https://www.50plusfinance.com/2015/07/how-cloud-computing-can-help-your.html


National Science 
Foundation

Michael Howe, Senior Advisor for Oversight, Office of Budget, 
Finance and Award Management, Division of Institution and 

Award Support



Live Content Slide
When playing as a slideshow, this slide will display live content

Poll: Which of these technologies do you currently use?



• The National Science Foundation (NSF) is an independent 
federal agency created by Congress in 1950 "to promote the 
progress of science; to advance the national health, prosperity, 
and welfare; to secure the national defense..." 

• Appropriations of $8.1 billion (FY 2019) 
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Strategic Objective - Continually Improve Ops 

• Making Technology work for Us

• Streamlining, Standardizing, and Simplifying Programs and 
Processes

• Expanding Public Private Partnerships

• Managing Risk 

Strategic Goal  - Enhance Mission Performance



Shift from:
Low Value
As Is
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To:
High Value
to Be
Value
Great
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E is for 
ERM

S is for 
Shared 
Services

W is for 
Workforce

Source:  The Impact of Technology on Contemporary Accounting:  An ABCD Perspective, Lawrence Gordon
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