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Overview of the IRS ERM Program

The Internal Revenue Service (IRS) ERM Program began in 2014 to: 

• Provide a common framework for managing risks; 

• Improve the timeliness of information brought to leadership’s 
attention; and

• Increase transparency of risks across the agency.



Overview of the IRS ERM Program

The approach taken to implement ERM in the agency was 
grounded in leading practices, but was tailored specifically to the 
IRS's structure, culture, and processes.

The ERM Program has evolved since its inception. It was necessary 
to continue to evolve the approach over time to reflect changes in 
the internal and external environment.

Today, the organization has a greater awareness and 
understanding of its risks.



Overview of the IRS ERM Program:
Governance & Structure

The Office of the Chief Risk Officer (OCRO) established the IRS’s 
ERM Program and continues to facilitate the execution of ERM at 
the IRS.

The two main roles in OCRO are:

• Chief Risk Officer (CRO): Head of the Program, Senior Advisor 
to the Commissioner, works closely with executives to 
facilitate ERM. 

• Senior Risk Advisors: Report to CRO, facilitate Program 
initiatives, work with the units and ERM Liaisons / Risk Working 
Group (RWG). 



OCRO relies on the ERM governance structure to drive the Program’s 
objectives and make risk related decisions for the agency.

• Executive Risk Committee (ERC): Consists of 11 members, 
executive level heads-of-office, makes top level risk decisions. 
Certain members rotate annually.

• Risk Working Group (RWG): Consists of Liaisons from each unit, 
provides risk input and support to the ERC for the agency.

• ERM Liaisons: Lead risk management activities in the units 
including the development/maintenance of unit risk registers, 
which serve as the primary input into the IRS Annual Risk 
Assessment.

Overview of the IRS ERM Program:
Governance & Structure



IRS ERM Governance and Operating Structure 

IRS 
Commissioner

Executive Risk 
Committee 
(ERC)

Risk Working 
Group* (RWG)

Chief Risk 
Officer (CRO)

Senior Risk 
Advisors

ERM Support 
Partners

ERM 
Liaisons*

ERM Trained 
Managers 
and Analysts

IRS ERM Operating Model

* The members of the RWG are comprised of the ERM Liaisons.

IRS ERM Governance Model

Overview of the IRS ERM Program:
Governance & Structure



The roles and responsibilities for key stakeholders are 
documented in the IRS ERM Program’s Concept of 
Operations which also captures:
• Program Objectives
• Guiding Principles
• Components of the Program
• Governance Model and Operating Model
• Glossary of Risk Terms

Overview of the IRS ERM Program:
Governance & Structure



OCRO developed ERM roles and responsibilities for IRS staff 
members. ERM roles and responsibilities exists for the following 
staff levels:

Executives

Managers

All IRS Employees (Front-line)

Note: Detailed information on ERM roles and responsibilities available in the Appendix.

Overview of the IRS ERM Program:
Governance & Structure



Step 1 Step 2 Step 3 Step 4 Step 5 Step 6

Overview of the IRS ERM Program:
Annual Enterprise Risk Assessment 
Timeline

ERM Liaisons 
submit:
• Unit risk registers;
• Templates 

indicating if each 
enterprise risk 
from the prior 
year should 
remain on the 
enterprise risk 
list, input on the 
future outlook of 
the risks, & any 
risks that should 
be added.

OCRO aggregates 
updates on 
enterprise risks.

RWG meets to:
•Review aggregated 
risk information,

•Identify any changes 
that should be made 
to the enterprise risk 
list,

•Discuss the future 
outlook of the risks,

•Discuss the mitigation 
strategies for each of 
the risks & identify 
potential exposures, &

•Identify any additional 
information that 
should be gathered & 
provided to the ERC, 
as necessary.

The Business Units:
•Score enterprise 
risk(s), &

•Provide any 
additional updates as 
necessary.

Each ERM Liaison
meets with their head 
of office to determine 
whether they believe 
each risk requires 
additional focus.

ERC meets to:
•Review initial 
enterprise risk 
assessment outputs,

•Agree on any 
changes, 

•Determine which 
risks require 
additional focus over 
the next year, &

•Assign accountable 
parties to develop 
recommendations to
address risk 
requiring additional 
focus.

Accountable parties 
identified for the risks 
selected by the ERC 
for additional focus:
•Develop 
recommendations for 
additional actions, 
with support from 
OCRO, &

•Develop materials to 
support presentation 
of recommendations 
to the ERC.

ERC meets to:
•Review additional 
actions recommended 
by accountable 
parties, &

•Determine associated 
next steps.



ERM Operationalization
in the Business Units



Development of Operationalization Standards:

§ In 2014, the IRS developed Operationalization Standards containing 
standardized risk management attributes in the following six areas:

§ The standards are a baseline of key risk management practices each 
unit should adopt.

ERM Operationalization in the
Business Units: Background

Note: More a detailed timeline of ERM Operationalization activities and more information on 
Operationalization Standards are available in the Appendix.

1. Risk Identification 4. Risk Reporting
2. Risk Assessment 5. Monitoring and Escalation
3. Risk Response 6. Information and Communication



Why the Organization Took a Standards Approach

§ The standards approach was used to give the units autonomy to 
build on the risk management capabilities they already had and 
tailor their approach to their unit’s culture, structure, and 
processes, while still adhering to some core requirements. 

§ The standards were developed based on leading practices used 
at other organizations and an understanding of the IRS’s culture 
and structure.

ERM Operationalization in the
Business Units: Background



Operationalization Self Assessments: In 2014, OCRO developed the IRS 
Operationalization Self Assessment to determine units’ progress in meeting 
the standards. The units are required to complete a series of questions 
related to each component of the standards. The responses are aggregated 
to provide insights on the current state and trends over time. In addition to 
the initial 2014 self assessment, self assessments were completed by 
Liaisons in 2015 and 2017. OCRO will conduct another Self Assessment in 
2019.

Operationalization Self-Assessments
and Peer Reviews

Note: Sample Operationalization Standards are available in the Appendix.



Operationalization Peer Reviews: In 2016, OCRO gathered a few 
volunteer Liaisons to form a Peer Review Team that used the 
operationalization standards to evaluate the current state of 
operationalization of other select units. The Peer Review team 
developed recommendations to help the units involved in the reviews 
further mature their risk management programs. 

Operationalization Interviews: In 2018, OCRO took a different 
approach and conducted group interviews with all Liaisons to 
understand their perspective of how well their units were 
operationalizing risk management against the IRS ERM Program 
Components. 

Operationalization Self-Assessments
and Peer Reviews



Operationalization Outcomes: Outcomes from the self 
assessments, peer reviews, and interviews generated lessons learned, 
data trends, and recommendations. The information from these 
activities was aggregated to reveal common themes and key areas of 
focus. OCRO used the results of these operationalization activities to 
develop strategies to improve identified gaps. 

Operationalization Self-Assessments
and Peer Reviews



Targeted Engagement



To support the units as they operationalize risk management; OCRO 
executes a number of targeted engagement efforts, including:

§ RWG/Risk Liaison Support and Development
§ Special Projects Providing Program Level Support

Setting up an Enterprise Risk Channel

Targeted Engagement



Targeted Engagement:
Risk Working Group / ERM Liaison

In-Person Meetings:
The RWG meets annually in person to discuss the enterprise risks and make recommendations to 
the ERC regarding the risks.
The RWG may also meet in person for trainings and workshops, as needed. 

Monthly Meetings:
OCRO shares a range of ERM/RM information including program updates with the Liaisons at the 
monthly RWG meetings.
The structure of these meetings has evolved over time and RWG member participation has 
increased. As of FY20, certain liaisons conduct presentations on risk management efforts occurring 
in their units during these monthly meetings. 
During their presentations, RWG members:

• Discuss risks in their area; 
• Share successes, challenges, and lessons 

learned; 

• Share information on cross-unit 
collaborations; 

• Request input from other RWG members



Risk Based Process Review and 
Improvement

Risk Based Lookback Review of a 
Large Scale Technology Initiative

Facilitated Unit-Level Risk 
Assessments

Deep Dive Risk 
Identification

Targeted Engagement:
Special Projects



In 2014, OCRO identified the need to implement a confidential 
mechanism for employees to submit risks. 

• The Commissioner issued messaging encouraging all 
employees to be risk managers.

• A review of existing channels for employees to escalate issues 
revealed these channels did not offer confidentiality and/or 
were not risk specific. 

• The 2014 Federal Employee Viewpoint Survey demonstrated 
some employees did not feel comfortable raising and 
reporting risks through their management chain.

• To ensure that employees had an alternative channel to raise 
potential risks, the Enterprise Risk Channel was launched in 
2015. 

Targeted Engagement:
Enterprise Risk Channel



The Enterprise Risk Channel provides an opportunity for employees to 
send potential risks to the OCRO, on a confidential basis. 
• The Enterprise Risk Channel is not intended to be the first place where 

information about risk is shared.
• Many channels are in place throughout the IRS where risks or problems 

can be raised, starting with management.  Risks can also be shared in 
team meetings and operational or program reviews. 

• Many units at the IRS have established risk programs and processes 
where business unit risks can be raised.  All units have a designated ERM 
Liaison.

• Employees are encouraged to share and raise risk through one of these 
existing channels first; however, if they are uncomfortable sharing 
information through existing methods, a submission to the enterprise risk 
channel is appropriate. 

• OCRO reviews submissions to determine the significance, responsible 
stakeholders, potential next steps and engages the appropriate Liaison(s) for 
further review and action.

Targeted Engagement:
Enterprise Risk Channel
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Note: Additional information on the Enterprise Risk Channel is available in the Appendix.  



ERM Training and 
Communication



• Targeted Audience: Executive Leadership, 
Managers, Risk Liaisons, Front-line 
Employees

• Training Mechanisms and Channels:
§ In Person Workshops
§ Virtual Sessions
§ Lunch and Learn Sessions
§ Podcasts
§ Self-study ERM Training Literature
§ Risk Management Advocate Certification 

Program

ERM Training at the IRS



• Developed to cultivate a risk aware 
culture across the agency.

• Promote an understanding of ERM 
concepts and tools.

• Employees gain a greater awareness 
of IRS ERM initiatives.

• Program consists of online self-
study courses through the IRS’s 
learning management system, a 
multiple-choice exam, and a 
practical exercise.

Risk Management Advocate
Certification Program



• Introduction to Enterprise Risk 
Management 

• Introduction to Risk 
Identification 

• Risk-Issue Continuum 
• Basics of Risk Assessment 
• Basics of Risk Response

• Basics of Risk Appetite 
• Basics of Risk Mitigations 
• Basics of Internal Control 
• Basics of Risk Registers 
• Basics of Risk Monitoring 
• Culture and Risk Management 

The Program Includes 11 Online Self-Study Training Modules:

Risk Management Advocate
Certification Program



Provides executives with training targeted to their skill sets and needs:

• Evolution of ERM at IRS and current outlook
• COSO ERM Framework
• Panel discussions on how executives have operationalized ERM 

within their business unit
• Risk appetite and decision making
• Documenting the acceptance of a significant risk

Executive ERM Training



In 2019, IRS hosted its first annual Risk Awareness Week. This 
initiative helped foster a more risk aware culture. 
Communications during Risk Awareness Week included:
• IRS Headlines 
• Email message from the IRS Commissioner
• Video message from the Chief Risk Officer
• Messaging from Senior Leadership
• Risk Management Lunch and Learn Information Session
• Daily Risk Management News Articles
• Risk Management Poster
• Launch of the Risk Management Advocate Certification Program

Risk Awareness Week
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• ERM spotlight stories are 
developed by the business units 
to highlight ERM and risk 
management efforts occurring 
in their unit. 

• These stories share best 
practices and philosophies from 
business units to show how 
ERM is being operationalized.

• New stories posted on the IRS 
intranet monthly and all stories 
remain available for viewing by 
employees. 

ERM Spotlight Series



Sample questions for the ERM Spotlight Stories:
• What is an example of a time when an employee/manager raised a 

risk within the unit that enabled leadership to respond and 
potentially avert an issue?

• What benefits has your unit realized from ERM and/or risk 
management?

• How is risk a part of how you manage your business unit?
• How is risk communicated within your business unit?
• How is your business unit addressing its top risk(s)?
• Is there something related to risk management that your business 

unit is doing particularly well that you would like to share as a good 
practice?

ERM Spotlight Series



• ERM Brochure
• Polling Questions
• Business Unit News
• Leader’s Alert

Other Communications
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Appendix



Executives:

ERM Roles and Responsibilities



Managers:

ERM Roles and Responsibilities continued



All Employees:

ERM Roles and Responsibilities continued



• Units completed another self-
assessment of progress made 
toward operationalizing risk 
management within their unit

• OCRO aggregated the self-
assessment results & shared 
results with RWG, ERC, 
Commissioner & Deputy 
Commissioners

10/2015 – 1/2016
• OCRO & Liaison sub-group 

designed process for 
conducting operationalization 
peer reviews

• The Peer Review Team 
reviewed 4 units; results were 
aggregated & shared them with 
RWG & ERC

• Units completed another self-
assessment. OCRO 
aggregated results & shared 
with RWG, ERC, Commissioner 
& Deputy Commissioners

5/2016 – 8/2017
• Units completed a self-

assessment of the progress 
made towards 
operationalizing risk 
management within their unit

• OCRO aggregated self-
assessment results & shared 
results with RWG, ERC, 
Commissioner & Deputy 
Commissioners

10/2014 – 5/2015
• ERM Roles and Responsibilities 

for Executives & ERM Liaisons 
established & Liaisons 
designated by unit leadership

• OCRO provided attributes for 
operationalizing risk management 
to units

• Units submitted memos outlining 
approach for operationalizing risk 
management. OCRO briefed 
ERC on results

• Operationalization Standards 
developed by OCRO/RWG & 
approved by ERC

10/2013 – 9/2014
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• Units continue operationalizing risk management
• Progress reported & discussed as part of Business Performance Reviews (BPRs)
• Units share operationalization successes & challenges with OCRO & one another
• Additional training & guidance provided through RWG meetings, regular Senior Risk Advisor meetings with Liaisons, 

& other communications & trainings

What is Operationalization of Risk Management?  It is the implementation and embedding of 
risk management principles and practices into the daily operations of the business units.

ERM Operationalization in the
Business Units: Timeline



• OCRO reinitiated the FY2020 
Operationalization Self Assessment. 
Responses from the units are currently 
pending.

10/2019 – Present
• OCRO conducted interviews with all liaisons 

to understand the current state of 
operationalization. Common themes and 
gaps were identified during the inteviews, 
OCRO used this information to define areas 
of success and challenges.

• A sub-group of Liaisons developed a series 
of recommendations intended to help 
enhance operationalization of RM 
throughout the Service.

• As follow up to the recommendations, the 
CRO distributed a memo to agency heads 
of office reminding of the ERM roles and 
responsibilities inlcluding their duty to 
support their ERM Liaisons.

4/2018 – 6/2018
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• Units continue operationalizing risk management
• Progress reported & discussed as part of BPRs
• Units share operationalization successes & challenges with OCRO & one another
• Additional training & guidance provided through RWG meetings, regular Senior 

Risk Advisor meetings with Liaisons, & other communications & trainings

What is Operationalization of Risk Management?  It is the implementation and embedding of 
risk management principles and practices into the daily operations of the business units.

ERM Operationalization in the
Business Units: Timeline continued



Risk Identification
§ Processes in place to support the identification of risks.
§ Mechanism in place to assign ownership for risks identified.
§ Processes in place to participate in enterprise-wide risk assessments.

Risk Assessment
§ Mechanisms in place to assess risks in a timely manner once identified, including at a 

minimum assessment of likelihood and impact on a residual basis. 
§ Processes to obtain coverage of risk information (e.g., ensuring completeness, identifying 

the correct participants in the discussion and risk gathering activities) in both the short 
term and long term for significant business processes.

Risk Reporting
§ Process to compile and report through the chain of command risks that are identified as 

having a potential unit-wide impact.
§ Process to compile and report to the ERM Program Team risks that are identified as having 

a potential enterprise-wide impact (criteria for enterprise-wide impact is still in 
development).

§ Defined reporting lines for risk information.

ERM Operationalization in the Business Units: 
Operationalization Standards



Monitoring and Escalation
§ Processes in place to monitor risks, which may include leveraging Key Risk Indicators (KRIs).
§ Mechanism in place to monitor risk responses/mitigations and effectiveness of 

responses/mitigations. 
§ Mechanism to escalate risks:

§ Mechanisms to escalate risks should leverage existing processes; e.g., Governance 
bodies, BPRs, Operational Reviews, One on One meetings, Monthly discussions with the 
Commissioner, Annual Assurance Process.

Information and Communication
§ Processes to discuss risk information as part of management or governance meetings and 

decision making (discussion of risk should occur not less than quarterly).
§ Processes to facilitate cross-functional / divisional discussion with stakeholders where 

applicable.
§ Mechanism in place to communicate expectations of management for follow-up on 

escalated risks.
§ Mechanism in place to communicate and identify risks across the business units.
§ Method to document risk information, either in unit or process level risk registers or other 

documents, in alignment with the relevant record retention policies. 

ERM Operationalization in the Business Units: 
Operationalization Standards continued
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