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DTCC Overview
• DTCC is the premier post-trade market infrastructure for the securities 

industry

• Risk management is at the heart of our mission

• For more than 45 years, DTCC, through its subsidiaries, has helped protect 
the stability and integrity of global financial markets

• Three Systemically Important Financial Market Utility (SIFMU) subsidiaries 
focus on preserving seamless operation of the financial marketplace on a 
daily basis and during times of market stress

• DTC – securities depository providing settlement and asset services
• NSCC – clearing services for U.S. equity markets
• FICC – clearing services for U.S. government and mortgage-backed 

securities markets



DTCC Overview (cont.)

U.S. Systemically Important 
Financial Market Utilities

(SIFMUs)

National Securities Clearing Corporation
(NSCC – subsidiary of DTCC)

U.S. Equity Markets
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Evolution of Enterprise Risk Management in Recent 
Years

• Remit of ERM has evolved beyond traditional silos

• Greater need for a holistic view of risk

• Greater need to understand interconnections



Remit of ERM has evolved

• Fallout of the Global Financial Crisis demonstrated:
• Failure of regulation
• Lack of coordination between regulatory agencies
• Lack of focus on the build-up of systemic risk

“The prevention of any potential crisis requires identification, 
analysis, monitoring and mitigation of systemic risk” 

– The Foundations of Financial Regulation  by Werner Bijkerk



Remit of ERM has evolved (cont.)
• Post-Crisis regulatory response placed greater emphasis on 

identifying, reducing and preventing systemic risk
• Dodd-Frank Act
• Systemically important designations and enhanced prudential standards
• More proactive risk management (e.g. industry working groups)
• Mandatory central clearing of derivatives
• Central trade repositories for enhanced industry transparency and 

reporting
• Increased focus on data and enhanced systemic risk metrics
• Financial Stability Oversight Council (FSOC)
• European Systemic Risk Board (ESRB)



Remit of ERM has evolved (cont.)

• ERM organizations recognized the need to think beyond the 
traditional risk silos

SYSTEMIC 
RISK

CREDIT RISK MARKET RISK

TECHNOLOGY 
RISK CYBER RISK

LIQUIDITY 
RISK

OPERATIONAL 
RISK

Risk 
Management

BUSINESS 
CONTINUITY 

RISK

SYSTEMIC 
RISK

CREDIT RISK MARKET RISK

TECHNOLOGY 
RISK

LIQUIDITY 
RISK

OPERATIONAL 
RISK



Remit of ERM has evolved (cont.)

Group Chief Risk Officer

Systemic Risk CouncilSystemic Risk Office and 
Chief Systemic Risk Officer

• A team dedicated to identifying, 
monitoring and containing 
potential systemic threats

• Promotes systemic risk 
awareness and mitigation 
across the global financial 
industry through thought 
leadership

• Reflected recognition of DTCC’s 
role in the securities industry

• A cross-functional advisory 
group of senior executives 
from key areas within DTCC

• Forum to raise and discuss 
emerging systemic threats

• Provides advice on the 
prioritization of initiatives to 
address such risks



Remit of ERM has evolved (cont.)

• The DTCC Systemic Risk Barometer Survey is an annual pulse check 
that monitors emerging trends on significant risks that may impact 
the safety, resiliency and stability of the global financial system
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Greater need for a holistic view of risk

Companies had “traditionally managed each type of risk in 
isolation, rather than on an integrated basis … This ‘silo’ approach 
to risk management has three disadvantages … [it] is incomplete, 
inefficient, internally inconsistent.”

A key aspect to ‘enterprise’ risk management “is the ability to 
aggregate [risk] exposure metrics and risk decision making to the 
enterprise level.”

– Corporate Value of Enterprise Risk Management  by Sim Segal



Greater need for a holistic view of risk (cont.)

• To provide a more comprehensive view of relationships between 
the DTCC SIFMUs and its Members, narrative summaries on the 
interconnectedness of DTCC’s Members are incorporated in the 
credit risk reviews of Members

Systemic Risk Office (SRO)

Inventory of 
Interconnectedness Risks

Counterparty Credit Risk (CCR)

Member Credit Risk ReviewsNarrative Summaries on 
Member Interconnectedness

Interconnected Firms
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Greater need to understand interconnections

• Interconnectedness of global financial markets
• Increased complexity and unpredictability in the nature and impact 

of risks
• Financial markets have become further interconnected – truly 

global systems

• Interconnectedness risk has increased in visibility and analysis
• Research topic of various academic and regulatory institutions
• Interconnectedness factors used by FSB within G-SIB determination
• Interconnectedness included in recovery and resolution planning 

requirements



Greater need to understand interconnections

• DTCC has been identifying SIFMU interconnectedness since 2013



Greater need to understand interconnections 
(cont.)

• In 2015, DTCC published a white paper, 
Understanding Interconnectedness Risks, 
which proposed a list of 8 practical 
guidelines that can be utilized by 
institutions with an interest in identifying, 
quantifying and visualizing 
interconnectedness risks



Greater need to understand interconnections 
(cont.)
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Assess in detail how an impaired interconnection could affect specific areas

Identify highly interconnected entities and assess the potential impact of their failure on 
your business in its entirety

Cooperate across departments

Manage exposures to interconnected entities holistically

Take a gradual approach

Quantify your critical interconnections if practical

Determine which interconnections are critical to your business based on the following 
criteria: severity, time sensitivity, substitutability 

Make a comprehensive inventory of external entities on which you rely
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Next Frontier for Enterprise Risk Management

• Role and skillset for a ERM practitioner is vastly different

• Greater emphasis on managing fintech and cybersecurity risk 
concerns

• Alignment for Business Resilience and an embedded resiliency 
mindset



Different role and skillset for ERM is required

• Regulatory compliance initiatives

• Regulatory examinations and requests

• Effective communication with regulators is essential

• Verbal communication

• Written documentation



Next Frontier for Enterprise Risk Management
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Greater emphasis on managing fintech and cyber 
risks
• Fintech – use of innovative technologies for the provision of financial 

services
• Artificial Intelligence (AI) and Machine Learning 
• Big Data Analytics
• Robotics
• Quantum Computing
• Cloud Computing
• Blockchain or Distributed Ledger Technology (DLT)

• Fintech industry has seen rapid growth with these recent innovations
• Potential to transform the global marketplace
• Greater access to finance, cost-savings, operational efficiencies and process 

improvements



Greater emphasis on managing fintech and cyber risks 
(cont.)

• DTCC is at the forefront of the fintech revolution, led by the Office 
of Fintech Strategy

• Examples of DTCC fintech initiatives include:

• Transformation of DTCC’s Trade Information Warehouse (TIW) 
using cloud and DLT

• Benchmark study on DLT support for U.S. equity market daily 
trading volumes

• Negative news monitoring and financial tracking using AI and 
machine learning



Greater emphasis on managing fintech and cyber risks 
(cont.)

• Fintech has the potential to materially enhance, transform and/or 
disrupt business models, applications, regulatory oversight, 
processes or products

• Transformational potential distinguishes fintech from prior waves 
of tech innovations

• Number of entry points for exploiting or attacking the marketplace 
has increased

• Rapid introduction of new technology may also lead to 
implementation without the full understanding of potential risks



Greater emphasis on managing fintech and cyber risks 
(cont.)

• In 2017, DTCC published a white 
paper, Fintech and Financial Stability, 
which introduces an original 9 factor 
framework that can be utilized to 
assess fintech’s impact on financial 
stability:



Greater emphasis on managing fintech and cyber risks 
(cont.)
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Substitutability of fintech services

Effect of fintech on financial interconnectedness

Degree of reliance on automated decision-making processes

Degree of competition vs. cooperation between fintech firms and traditional financial services providers

Sustained growth and adoption rate of fintech services

Impact of fintech on concentration risk, both from an operational perspective and a financial point of view

The level of fintech-related fragmentation

Extent to which fintech companies perform core banking functions, such as the provision of credit, liquidity 
and maturity transformation

9 Evolution of the regulatory environment



Greater emphasis on managing fintech and cyber risks 
(cont.)

• Cybersecurity is a global issue with national implications
• Cybersecurity requires a coordinated response between financial firms and 

market infrastructures, supervisors and regulators, standard setting bodies, 
trade associations, and government officials

• Elevated cyber risk concerns with respect to:
• Phishing attacks
• Insider threats

• Effective mitigation approach is a combination of people, process and 
technology

• Education of People
• Testing Employees
• Technology Investment



Greater emphasis on managing fintech and cyber risks 
(cont.)

• Many high-profile data breaches have occurred over the years

• Everyone can’t be a cyber “expert” but a few key themes should 
resonate:

• Increased frequency of cyberattacks against all sectors

• Increased sophistication of the cyber-attacks and shift from 
stealing to destroying

• Use of the supply chain (i.e., vendors) to gain access to firms

• Ties to interconnectedness risk

• Ties to 3rd Party and 4th Party Risk Management Programs



Greater emphasis on managing fintech and cyber risks 
(cont.)

• Given the prevalence of cyber attacks, it is important that firms:

• Regularly test business continuity and disaster recovery plans

• Test crisis management plans to understand available 
communication channels

• Participate in information sharing forums to understand the 
threat landscape



Greater emphasis on managing fintech and cyber risks 
(cont.)

• Information sharing is important to developing a cohesive 
response to cyber attacks

• Public – Private Partnerships play a critical role in this 
coordination, such as:

• Financial Systemic Analysis and Resiliency Center (FSARC)

• Financial Services Sector Coordination Council (FSSCC) –
Cybersecurity Profile

• Financial Stability Board (FSB) – Cybersecurity Lexicon

• Financial Stability Board (FSB) – Cyber Incident Response and 
Recovery Working Group
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Business Resilience and embedded resiliency 
mindset

1. The growing frequency, sophistication and complexity of cyber-attacks 
have significantly changed the nature of systemic threats

2. The expanding interconnectedness of the financial ecosystem has 
heightened its vulnerability to disruption and contagion

Two global trends have largely driven the discussion on resilience:



Business Resilience and embedded resiliency 
mindset (cont.)

• Organizations should:

• Develop a holistic approach focusing on 
continued, end-to-end provision of 
critical business services, rather than 
individual processes or operations

• Incorporate resilience from the ground 
up throughout the entire organization

Business Resilience – An Overarching Concept



Business Resilience and embedded resiliency 
mindset (cont.)

1. Business Resilience Efforts Must be Holistic

2. Building A Resilience-Centric Culture and Mindset is Essential

3. Enable Resilience through Governance

4. Transparency and Measurability are Key

5. Resilience Must be Sustainable and Adaptable

6. Resilience Requires Eliminating Complexities

DTCC’s business resilience vision is supported by 6 core principles that can be 
adopted by a wide range of entities that are interested in making their critical 
business services more robust.
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