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Highlights 

This 23rd issue of the AFERM Newsletter includes three thought leadership articles from 
ERM practitioners at our corporate sponsors Crowe Horwath and PwC. Also,the annual 
AFERM Summit is November 1st and 2nd, and we look forward to seeing you there!
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AFERM: Supporting the Federal ERM Community 

By Sallyanne Harper 

This will be my final note to our AFERM community as the 

AFERM President. On November 2, 2017, Peggy Sherry, 

AFERM President-elect and Deputy Chief Financial Officer at 

the Office of the Comptroller of the Currency will begin her 

tenure as the AFERM President. I leave you in very capable 

hands. Peggy and Todd Grams, the AFERM Past President, 

have been invaluable to me and to AFERM in their 

commitment and dedication in continuing to help AFERM 

deliver value and support to the growing federal enterprise risk management community. 

AFERM is a robust, vital and growing organization. We have tripled in size in the past 3 

years. As of October 7th, we have over 650 members, up from 435 members a year ago and, 

importantly, we also have a member retention rate of over 95%. This year we made 

substantial upgrades to our website functionality and scalability, as well as our e-commerce 

capabilities and communications outreach thanks to the unstinting efforts of Vice President 

(VP) Ed Hau. I am also indebted to our financial team, Treasurer Tim Hanlon, Treasurer-elect 

Wendy Morris, and Audit Committee Chair, Sheri Francis for assuring we are on sound 

financial footing. Harold Barnshaw, our Secretary, maintains our monthly Board book and 

minutes, updated our bylaws, researched policies and always provided wise counsel during 

our deliberations. I have also appreciated the engagement of VPs Cynthia Vitters and Ken 

Phelan and their willingness to bring both their ERM expertise and great ideas to the table. 

We could not do what we do without the support of the Corporate Advisory Group and our 

corporate sponsors. In addition to their continued financial support, they have provided 

expertise to support our programs, educational materials development, hours of volunteer 

efforts and thought leadership contributions. 

Finally, and most importantly, our unsung heroes and heroines are the many AFERM 

volunteers who make the organization hum with their ideas, unbridled enthusiasm and 

countless hours spent chairing our committees, writing our publications, helping to prepare 

educational materials, organizing and staffing the endless variety of positions needed to 

make the programs and the annual summit a success. It has been my delight to work with so 

A Note from AFERM’s President 
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many talented and committed individuals. This is truly the heart and soul of AFERM and the 

key to its success. Special thanks to Christine Jones, Chair, Ken Fletcher, Vice-Chair, and 

their awesome team of volunteers supporting the FY2017 AFERM Summit and to our 

Summit co-sponsor, George Mason University School of Business and the indefatigable 

Charlie Douglas. 

AFERM has a unique and vital mission - to advance the practice of Enterprise Risk 

Management (ERM) in the federal government through thought leadership, education and 

collaboration. I look forward to our continued progress in doing that through the committed 

efforts of our members. 

_________________________ 

Sallyanne Harper, AFERM President, may be contacted at SaHarper1@Verizon.net 

http://www.aferm.org/
mailto:SaHarper1@Verizon.net
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Events of interest to ERM practitioners 

AFERM’s annual ERM Summit, “ERM: 
Important Now More Than Ever,” is November 
1st and 2nd. This year’s Summit, co-sponsored 

by George Mason University’s School of 
Business, will be held at the Marriott Hotel at 
Metro Center in Washington DC. 

This year’s AFERM Summit Planning Committee is chaired by Christine Jones, 

Associate Deputy Assistant Secretary, Finance, U.S. Department of Health and 
Human Services, with vice-chair Ken Fletcher, President, Kestrel Hawk Consulting, 

Inc., and former Chief Risk Officer, Transportation Security Administration. 

Attendees are eligible for up to 11 CPE credits. AFERM members receive a discount 
on registration, and early bird discounted pricing is currently available. For more 
information, please see AFERM’s web page on th is event at 
https://www.aferm.org/events/2017-summit/. 

****** 

The quarterly AFERM luncheon was held on October 11 th at Clyde’s at Gallery Place. 

Mr. Dustin Brown, Deputy Assistant Director for Management and Acting Deputy 

Director for Management at the Office of Management and Budget (OMB), was the 

featured speaker. Mr. Brown has previously served as the career head for OMB’s Office of 

Performance and Personnel Management (OPPM). OPPM leads the effort to drive mission-

focused performance gains across the Federal government; coordinate the Administration’s 

goal-setting and performance review process for agencies’ high-priority performance goals; 

and guide agency strategic and annual planning, performance reviews, and performance 

reporting. Mr. Brown’s remarks covered a wide range of topics regarding ERM, strategic 

planning, the President’s Management Agenda, the need for data-driven management, and 

the federal employee viewpoint survey. He also answered numerous questions from an 

engaged AFERM audience. 

_________________________ 

Thomas Holland of PwC coordinates the AFERM luncheons. He may be reached at 
AFERM.Lunches@gmail.com. 

ERM Events 

http://www.aferm.org/
https://www.aferm.org/events/2017-summit/
mailto:AFERM.Lunches@gmail.com
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COSO ERM Framework and the Federal Government: Integrating Risk with Strategy 
and Performance 

By David Fisher and Kathleen Crader Zelnik 

The risk landscape has evolved, the complexity of risk has changed, new risks have 

emerged, and both senior leaders and executives have enhanced their awareness and 

oversight of ERM while asking for improved risk reporting. The Committee of Sponsoring 

Organizations of the Treadway Commission (COSO) recommissioned PwC to lead the 

update to the 2004 ERM Framework now titled Enterprise Risk Management—Integrating 

with Strategy and Performance to respond to these dramatically changing circumstances and 

provide guidance to the global ERM community. 

The 2016 Federal Enterprise Risk Management Survey conducted by PwC and AFERM 

showed the COSO ERM Framework as the most widely adopted framework among 

respondents, with 46% indicating they predominantly follow the COSO ERM Framework and 

an additional 23% indicating they follow the COSO ERM Framework in combination with ISO 

31000.  

Federal agencies need to understand how ERM is evolving, 

as shown in the new Framework, and understand the 

implications. This paper provides a summary of some of the 

key things that are new in the updated Framework and 

some thoughts on what this means for Federal agencies. 

Highlights of the New Framework 

In a constantly evolving political, social, and business climate, Federal agencies and 

organizations must be more adaptive to change. They need to think strategically about how 

to manage the increasing volatility, complexity, and ambiguity of the world, particularly at the 

senior levels in the organization. In addition, stakeholders are seeking greater transparency 

and accountability, which means organizations need defensible and consistent decision-

making throughout the organization. 

Thought Leadership 

69% of Federal ERM Programs 
follow the COSO Framework 
predominantly or in conjunction 
with ISO 31000, according to the 
2016 AFERM/PwC ERM Survey, 
making it the most widely 
adopted framework among 
respondents. 

http://www.aferm.org/
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 Enterprise Risk Management—Integrating with Strategy and Performance focuses on 

integrating risk management with strategy setting and the day-to-day management and 

decision-making of implementing strategy. The publication also focuses on management of 

risk across the business and at all altitudes of the organization. It also recognizes the 

importance of culture in support of how the organization considers risk. 

 Integration of risk, strategy and performance 

The Framework elevates the discussion of integrating strategy 
and risk through three different dimensions: 

1. The possibility of strategy not aligning with mission, 
vision and core values 

2. The implications from the strategy chosen 
3. Risk to strategy and performance 

The most significant causes of value destruction are embedded in the possibility of the 
strategy not supporting the agency’s mission and vision, and the implications from the 
strategy chosen. 

ERM enhances strategy selection. Choosing a strategy calls for structured decision-making 
that analyzes risk and aligns resources with the mission. By deploying ERM capabilities as 
part of selecting and refining a strategy, management will gain a better understanding of how 
the explicit consideration of risk may impact the choice of strategy. 

ERM also strengthens the connection of strategy and risk to performance. Performance 
objectives are developed and considered through the risk lens allowing agencies to improve 
their ability to identify risks and establish appropriate responses, reducing surprises and 
related costs or losses, while pursuing advantages. 

 

COSO ERM Definition 

The culture, capabilities and 
practices, integrated with 
strategy setting and its 
execution, that organizations rely 
on to manage risk in creating, 
preserving and realizing value. 

http://www.aferm.org/
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Rather than being considered and managed in a silo, the full spectrum of the organization’s 
risks can be understood as an interrelated strategically-aligned portfolio of organizational 
challenges and opportunities to be effectively managed as it pursues work to ensure a 
successful mission. 

Decision making and resilience 

ERM can also enhance enterprise resilience—the ability to anticipate and respond to change, 
determine how it could impact performance, and create needed shifts in strategy. With 
regular monitoring of changes in the political and operational environment (business context) 
and the effect these changes may have on risk and performance, an organization is better 
prepared to predict and respond to fluctuations in performance. 

Governance and culture 

The Framework’s principles on culture are now more focused on aligning the core values and 
risk appetite of the organization to promote consistent and risk-based decision making. It 
deepens the development of meaningful risk information in support of strong governance that 
effectively integrates risk with strategy and performance to effectively manage the business 
and achieve better outcomes. 

Multiple altitudes of risks 

The importance of recognizing the risks that emanate and must be managed at all levels of 
the organization solidifies ERM as more than just an isolated view of risk in the business. The 
Framework explores how risks can manifest at multiple levels within an organization with 
some risks directly impacting the entity’s strategy while others impacting business objectives. 
The Framework also addresses how risks can change in severity and prioritization at 
different levels of the organization and how the impacts of correlation and diversification are 
considered when analyzing the portfolio view of risk. 

Case study: Integration of Risk, Strategy and Performance in the Federal Government 

PwC supported the development and implementation of an innovative Enterprise Risk 
Management program at a Federal agency that exemplifies the updates in the new COSO 
Framework. This Agency’s ERM Program purposefully aligns strategy setting, performance 
management, risk management, and internal controls. PwC supported this Agency’s annual 
strategy setting development using risk and changes in business context as an input to 
develop strategic outcomes that align with the Agency’s mission. An executive council 
monitors enterprise-level risks and risks against performance outcomes in pursuit of strategic 
goals. Senior leadership uses this information to determine risk responses and inform 
resource allocation. 

http://www.aferm.org/
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The image below illustrates the Agency’s alignment of ERM with strategy setting, risk 
management, performance management, and internal control activities. This construct 
provides clear linkages between these interrelated activities and enables targeted reporting 
and communications to support risk-based decision making at multiple altitudes of the 
Agency. 

 

 

 

 

 

 

 

 

 

 

 

 

________________________________ 

 

David Fisher is a Managing Director with PwC and Kathleen Crader Zelnik is a Manager 

with PwC. They may be reached at fisher.m.david@us.pwc.com and 

kathleen.c.zelnik@us.pwc.com, respectively. 
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mailto:kathleen.c.zelnik@us.pwc.com
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Staying current on ERM news 

Following are headlines of just some of the many news articles identified by AFERM as 

relevant to federal ERM this past quarter on our ERM News page: 

 The Strategic Value of Risk Taking. With profound economic, geopolitical, 

demographic, and technological changes taking place around the world, the business 

environment is rife with risk and uncertainty, but also opportunity.  

 Understanding Cognitive Counter-Fraud, Waste and Abuse. Over the past 

decade, federal government agencies have made notable progress with respect to 

combatting fraud and improper payments as part of agency-specific program integrity 

efforts.  

 Actionable Cybersecurity Practices for the 21st Century: Perspectives from 

Experts. A recent meeting of public and private sector experts identified real 

challenges and practical opportunities for change.  

 The Psychology of Risk. Over the past several years, psychologists, behavioral 

scientists and academics have helped to advance our understanding of human 

psychology and, specifically, how humans respond to high-risk and crisis situations.  

 Managing Public Sector Auto Risks. Fleets are a serious and growing risk 

management challenge for public entities. The public sector collectively has the 

largest vehicle fleet in the United States.  

 Risk Management Isn’t Just for the Finance Staff. Operational leaders have an 

opportunity to align resources against their greatest vulnerabilities. 

To view the newsfeed, visit “Resources” on the AFERM website and choose “Newsfeed” or 

use the following link: https://www.aferm.org/erm-newsfeed/. The “Resources” page provides 

multiple ways to sort the large library of content by audience, content type, and resource or 

choose “View All Resources” to scroll the full library.  

_________________________ 

Your feedback and suggestions on the AFERM Newsfeed is welcome and may be submitted 
at AF

 

ERM.Webmaster@gmail.com.  

  

ERM News 

http://www.aferm.org/
https://www.aferm.org/erm-newsfeed/
mailto:AFERM.Webmaster@gmail.com
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Lessons Learned from Applying COSO ERM to Cloud Computing Risk 

By William T. Dykstra, CIA; Bert G. Nuehring, CPA, CGMA; and Brandon K. Reed  

Cloud computing has grown in the past several years from an emerging technology that 
mostly large and midsize organizations dealt with to a commonplace tool used in businesses, 
in homes, and on mobile devices throughout the world.  

Consider these recent statistics from Forbes:  

 “Cloud computing is projected to increase from $67 billion in 2015 to $162 billion in 
2020, attaining a compound annual growth rate of 19 percent. 

 “Gartner predicts the worldwide public cloud services market will grow 18 percent in 
2017 to $246.8 billion, up from $209.2 billion in 2016. 

 “74 percent of tech CFOs say cloud computing will have the most measurable impact 
on their business in 2017.”1  

This article summarizes the highlights from a 2012 COSO publication, “Enterprise Risk 
Management for Cloud Computing.”2 This publication demonstrated that the principles of 
COSO’s Enterprise Risk Management – Integrated Framework3 are applicable in managing 
cloud computing risks – principles that still hold true in today’s computing environment.  

Despite rapidly changing and growing environments, the tenets of the COSO ERM 
framework are able to withstand the test of time. As executives become better educated 
about the risks and benefits of cloud computing, they can more effectively prepare their 
organizations for the future. 

What Is Cloud Computing? 

Cloud computing is a computing resource deployment and procurement model that enables 

an organization to obtain its computing resources and applications from any location via an 

internet connection. Depending on the cloud solution model an organization adopts, all or  

__________________ 

1 Louis Columbus, “Roundup of Cloud Computing Forecasts, 2017,” Forbes, April 29, 2017, 
https://www.forbes.com/sites/louiscolumbus/2017/04/29/roundup-of-cloud-computing-forecasts-2017/#58a0037131e8  
2 “Enterprise Risk Management for Cloud Computing,” Committee of Sponsoring Organizations of the Treadway Commission and Crowe Horwath LLP, 
June 2012, https://www.coso.org/Documents/Cloud-Computing-Thought-Paper.pdf  
3 Enterprise Risk Management – Integrated Framework, Executive Summary, Committee of Sponsoring Organizations of the Treadway Commission, 
September 2004, https://www.coso.org/Pages/erm-integratedframework.aspx  

 

Thought Leadership 
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parts of the organization’s hardware, software, and data might no longer reside on its own 

technology infrastructure. Instead, all of these resources may reside in a technology center 

shared with other organizations and managed by a third-party vendor. Exhibit 1 illustrates the 

various deployment models and how the level of control shifts from organization to vendor.  

Exhibit 1: Levels of Control by Cloud Service Delivery Model 

 

Source: “Enterprise Risk Management for Cloud Computing,” Committee of Sponsoring Organizations of the 
Treadway Commission, June 2012, p. 19. 
 

The Opportunities 

Some of the opportunities and potential benefits that apply to almost all forms of cloud 

computing include: 

 Cost savings – Cloud customers pay for only the computing resources they use rather 
than purchasing or leasing equipment that may not be fully utilized at all times.  

 Speed of deployment – Cloud service providers can meet the need for computing 
resources such as server processing and data storage much more quickly. 

 Scalability and better alignment of technology resources – An organization can scale 
up and down its capacity from one server to hundreds of servers without capital 

http://www.aferm.org/
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expenditures.  

 Decreased effort in managing technology – Owning and operating an IT function is 
costly and time-consuming. Cloud computing allows an organization to focus more 
time on its core purpose and goals.  

 Environmental benefits – Cloud computing results in less overall power consumption, 
carbon emissions, and physical land use. 

The Risks 

Some of the notable risks associated with cloud computing include: 

 Disruptive force – Facilitating innovation with increased speed and lower cost may 
lower the barriers of entry for new competitors. In essence, cloud computing could 
threaten or disrupt some business models or even render them obsolete.  

 Dependency relationships – Residing in the same risk ecosystem as the cloud service 
provider (CSP) and other tenants of the cloud can cause problems. When an 
organization adopts third-party-managed cloud solutions, new dependency 
relationships with the CSP are created with respect to legal liability, the risk universe, 
incident escalation, incident response, and other areas.  

 Lack of transparency – A CSP is unlikely to divulge detailed information about its 
processes, operations, controls, or methodologies. Customers may have little insight 
into the specific controls used to secure components of the cloud computing 
architecture or how customer data is segregated within the cloud. 

 Reliability and performance issues – Although service-level agreements can be 
structured to meet particular requirements, CSP solutions might sometimes be unable 
to meet performance metrics. 

 Vendor lock-in and lack of application portability or interoperability – When CSP 
application development tools are proprietary, they may create applications that work 
only within the CSP’s specific solution architecture. As a result, it may become more 
difficult to change providers. 

 Security and compliance concerns – Security and retention issues can arise with 
respect to complying with various data privacy and protection regulations enacted in 
different countries.  

 High-value cyberattack targets – The consolidation of multiple organizations operating 
on a CSP’s infrastructure presents a more attractive target than a single organization, 
thus increasing the likelihood of attacks.  

 Risk of data leakage – A multitenant cloud environment in which user organizations 
and applications share resources presents a risk of data leakage.  

  

http://www.aferm.org/
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Approaching ERM in the Cloud Computing Paradigm 

An organization should recognize the risks and other effects cloud computing can have on its 

operating environment and account for them in its ERM programs. It is paramount that 

management also understand that with most cloud solutions, the organization has less direct 

control of the solution and consequently a higher level of inherent risk. Management must 

determine if it has the risk appetite for the entire universe of potential events associated with 

a given cloud solution, as some of these events extend beyond the organization’s traditional 

borders and include some events that have an impact on the CSP(s) supporting the 

organization. 

While adopting cloud computing could be a major change for an organization, management 

can use a proven ERM framework to effectively assess and manage the related risks. The 

framework put forth in COSO’s Enterprise Risk Management – Integrated Framework has 

established a common language and foundation that can be used to construct an effective 

cloud governance program tailored specifically for a given cloud solution. 

For cases in which a cloud solution has already been implemented, the COSO ERM 

framework can be used to establish, refine, or perform a quality assurance check of the cloud 

governance program by determining all major aspects of the program, such as objectives, 

risk assessment, and risk response, have been addressed with respect to management’s 

requirements. An effective cloud governance program can still be achieved by applying the 

COSO ERM framework after the implementation of a cloud solution. 

With the advent of cloud computing, every organization is operating in an environment that is 

rapidly changing, irrespective of management’s opinions or decisions about joining cloud 

computing. Over the years, the risk and recommended risk responses for some of the more 

significant cloud-related risks presented in the original publication are still applicable today: 

1. Risk – Unauthorized cloud activity 

Risk Response – Cloud policies and controls  

2. Risk – Lack of transparency 

Risk Response – Assessments of the CSP control environment 

3. Risks – Security, compliance, data leakage, and data jurisdiction 

Risk Response – Data classification policies and processes 

4. Risks – Transparency and relinquishing direct control 

Risk Response – Management oversight and operations monitoring controls 

http://www.aferm.org/
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5. Risks – Reliability, performance, high-value cyberattack target 

Risk Response – Incident management 

6. Risk – Noncompliance with regulations  

Risk Response – Monitoring the external environment 

The best-practice situation is one in which management uses the COSO ERM framework to 

identify the ideal configuration of cloud solution options – business process, deployment 

model, or service delivery model – that fits management’s risk appetite. By evaluating the 

cloud solution candidates in the context of each component of the COSO ERM framework, 

management can succinctly identify the related risks and desired risk acceptance or 

mitigation strategies with each cloud solution scenario, as risks will vary with each 

combination of options. 

Exhibit 2: Applying the COSO ERM Framework to Cloud Computing Options 

 
Source: “Enterprise Risk Management for Cloud Computing,” Committee of Sponsoring Organizations of the 

Treadway Commission, June 2012, page 9. 

http://www.aferm.org/
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Given the opportunities cloud computing affords and the potential magnitude of its risk 

impact, cloud computing should be considered in an organization’s overall governance 

activities and regarded as a topic warranting discussion and inquiry by an organization’s 

board. 

Deciding whether to adopt cloud computing requires management to evaluate the internal 

environment, which includes state-of-business operations, process standardization, IT costs, 

and IT project backlog. At the same time, management should also evaluate the external 

environment, which includes laws, regulations, and the competition’s adoption of cloud 

computing. 

A Structured Approach 

As we have seen since cloud computing’s emergence, applying solutions without proper 

care, due diligence, and controls can cause unforeseen problems. Used appropriately, as 

vetted by applying the COSO ERM framework, cloud computing has the potential to yield 

tremendous benefits. Through risk awareness and a structured approach such as an ERM 

framework, executives are more likely to achieve their organization’s objectives as they 

manage the risks in this continuously growing and evolving environment. 

________________________________ 

William Dykstra is a Senior Risk Consultant, Bert Nuehring is a Partner, and Brandon 

Reed is a Senior Manager, all of whom work for Crowe Horvath. They may be contacted at 

bill.dykstra@crowehorwath.com, 

bert.nuehring@crowehorwath.com, and 

brandon.reed@crowehorwath.com, 

respectively. 
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Supporting small agencies’ ERM pursuits 

The AFERM Small Agency Community of Practice (SACoP) engages Federal ERM 
professionals who serve small Federal agencies. Small agencies are defined by the "Small 
Agency Council" (see https://sac.gov/about/members.htm for guidance).  

The initial objectives of AFERM SACoP are as follows: 

 To offer a forum in which others can share their ERM plans, successes, and concerns;  

 To discuss how OMB A-123 and A-11 may be implemented at small agency 
organizations; and  

 To discuss how to ‘right size’ ERM program structures to meet small agency needs 
and preserve critical foundations. 

__________________________ 

For more information on the SACoP, please reach out to Valerie Lubrano at 
AFERM.SACoP@gmail.com or Tal Seaman at tseaman@Navigatorsol.com. 

 

AFERM’s Small Agency Community of Practice 

http://www.aferm.org/
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Enterprise Risk Management: Straight Talk for Non-Financial Leaders 

By John T. O’Connor 

Federal law enforcement and other operational mission leaders are hearing about new 
requirements for ERM, an organization-wide approach to managing risks that has been in 
practice in the commercial sector for some time.  

As they begin to understand ERM, agency leaders are asking a number of questions, among 
them, “What is the quickest way for us to check this box and get back to serving the 
mission?” The concern is valid, and compliance requirements and other guidance from the 
Office of Management and Budget (OMB) may sound a lot like a task best delegated far 
down in the organization. But if operational and mission leaders take a closer look, they will 
see that ERM represents an opportunity for them and not just a task for the finance and 
accounting people. Here is how. 

Let’s start with some definitions. OMB recently published “Management’s Responsibilities for 
Enterprise Risk Management and Internal Control.” Agencies are responsible for creating an 
integrated risk governance structure to “improve mission delivery, reduce costs, and focus 
corrective actions towards key risks.” The process should extend beyond the traditional financial 
management function to include “leadership from the agency Chief Operating Officer and 
Performance Improvement Officer, and close collaboration across all agency mission and 

mission-support functions.” It lays out a requirement not just for order and efficiency in 
financial management but also for managing risk across the agency, including mission risks. 
The requirements for ERM include risk identification, evaluation, response, and 
monitoring/review, among others. The ERM implementation schedule includes conducting an 
initial risk identification that was due June 2017, an evaluation of risk mitigation by 
September 2017 and annual updates thereafter. 

OMB, the agency that governs resource allocation across executive branch agencies, 
recognizes that the value of ERM includes not only identifying and prioritizing risks across the 
organization, but that it helps drive greater performance and collaboration among its leaders. 
While for most federal agencies, ERM has taken some time to gain momentum, by engaging 
with agency-wide ERM initiatives, mission leaders can align their resource needs to their 
risks and speak the language of those who control whether they get the resources they need. 
Clear articulation of risks is the first step to getting adequate funding in situations where 
“doing more with less” has become the new normal.  
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So beyond speaking the language of resource holders, are there other benefits that ERM 
brings to the mission? Yes, in three primary areas. 

First, mission leaders manage known risks every day. They manage risks in the field in real-
time, including making trade-offs in resource allocation to optimize operations and drive 
towards desired outcomes. These resource decisions impact and are impacted by choices in 
operational security, technology acquisition and development, personnel 
management/security, and others. Every day mission leaders choose to accept risk in some 
areas and mitigate risk in other areas. Choices of what technology to deploy in the field infers 
certain capabilities and vulnerabilities to mission personnel. Hiring for certain languages or 
technical skills requires not hiring for other languages or skills. Having the right resources at 
the right time is critical to executing operations effectively and efficiently, whether those 
needs are people, technology, or other assets. There is no way to have it all, and mission 
leaders understand that this is a fact of life; adding the lens of operational risk to resource 
need assessments helps inform priorities and decision-making, so that the most critical, high 
risk resource needs are understood. Simply stated, ERM can help substantiate resource 
requests for operational leaders by quantifying risks of unfulfilled needs. By the same logic, 
ERM can help substantiate other requests (i.e. process changes, policy changes, etc.). 

Second, some agencies have over-corrected for risks identified in the past. For instance, 
concern over the accuracy and completeness in decision-making may lead to extensive 
review processes before information is trusted to inform operational activity. Delayed 
information for decision-making may negatively impact operations, particularly in 
consideration of law enforcement, homeland security, and defense missions. The failure to 
act quickly and on the basis of timely, complete information may endanger those sworn to 
defend and protect, increase costs, and it expend precious resource time and attention on 
non-value add activity. Optimizing operations’ access to reliable and timely information from 
reliable sources is more critical than ever in consideration of the domestic and international 
threat landscape. Employing ERM to understand the potential impediments and impacts 
through risk evaluation, mitigation, and monitoring provides insight to management so it may 
adjust processes and controls appropriately based on acceptable risk tolerances and drive 
greater effectiveness. 

Third, there are mission risks emerging from changes in the environment. ERM should create 
a conversation among leaders about how changes in the operating environment (changes in 
technology, changes in threats, changes in resources, etc.) impact an agency’s execution of 
its mission. Increasingly, smartphones are available to record every event – good or bad – 
and lead the illusion of easy understanding of events. This has significant implications for law 
enforcement and security organizations, as smartphones provide potential threat actors with 
powerful intelligence sharing and organizing capabilities, including use of social media to 
reach large populations. Additionally, information sharing relationships that have persisted for 
decades may be shifting, forcing investigators and others in law enforcement, homeland 
security, and defense to find new sources of information or go without. Warrant proof  
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encryption is shielding communications from lawful intercept and collection. ERM aids 
agencies in identifying, evaluating, and accepting or mitigating a range of existing and 
emerging risks; so mission leaders and their teams are more agile as threat environments 
evolve. Changes in the mission space are often not seen in the context to assess risk, but 
ERM specifically asks “what are your risks?” This is a marker that maybe it is time to review 
the issues. 

What should mission leaders do? Embrace ERM. When the Chief Risk Officer comes looking 
for operational leaders to support ERM-related activities, they should take the opportunity to 
identify and communicate risks – and communicate which ones can be mitigated and which 
ones should be accepted. 

How? For known risks, by pulsing the organization and collecting the risks that managers 
have long told themselves will never be addressed due to a lack of resources or 
organizational appetite. Take those and bring them into the ERM process. Share the risks 
that the organization has been managing internally and ask for the resources to mitigate 
them. This is the easy one. 

For over-corrected risks, leverage existing planning documents and processes to identify 
areas of concern where over-correction is increasing costs and slowing response times. 
Bring together representatives of stakeholder groups and request that the representatives 
review the data and provide input. Based on their input and the inputs of leadership, identify 
areas where over-correction is impacting mission performance. Take those and bring them to 
the ERM process and put in place plans to accept or mitigate them. 

For changes in the mission environment, assess how they are shaping the mission space. 
Leverage existing planning documents and include input from multiple levels of the 
organization to identify key forces (i.e., technology, inter-agency relationships, and adversary 
changes). Identify different plausible scenarios based on different combinations of factors 
and the organization’s ability to respond efficiently and effectively. Engage stakeholders to 
assess how the agency would fare in executing the mission in each scenario. Compare the 
results across the scenarios to find key areas of risk. Communicate these risks to agency 
leadership through the ERM process, and begin strategizing and employing plans for 
managing them. 

One last benefit of ERM to consider is this: By going through the steps of risk identification, 
evaluation, response, and monitoring/review, operational leaders will create documentation 
of having thoughtfully considered and managed key risks. This will be important in the case 
of Inspector General audits, Congressional inquiries, the court of public opinion, and other 
examinations for how mission risks were understood or managed. More information and 
documentation – not less – is important in those situations. 

In short, ERM gives mission leaders a direct line of communication to administrative and 
resource decision makers and creates an opportunity to seek resources to mitigate known 
risks, creates an avenue to revisit over-corrected risks and improve mission performance, 
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and presents an opportunity to identify emerging risks in an ever-changing mission 
environment. 

For more information, please see PwC Public Sector’s ERM thought leadership at 
http://www.pwc.com/us/en/public-sector/publications/enterprise-risk-management.html. 

 

__________________________ 
 

John T. O’Connor is a Manager at PwC. He may be reached at 

john.t.oconnor@us.pwc.com. 
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Communicating the value of ERM 

We’d like to hear from you on your experiences in leading or supporting risk management 
efforts, please send a short description to the AFERM Communications team. We hope to 
accumulate a series of vignettes that will support continued interest in the benefits of ERM 
throughout the Federal government. 

__________________________ 

Please send your success stories to the AFERM Communications Committee at 

AFERM.Communications@gmail.com. The Committee is led by Shelly Turner of PwC with 

Morgan Fuentes of PwC. 
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Membership provides access to valuable resources 

AFERM’s membership numbers continue to grow. As of October 7th, there are 651 ERM 

professionals who are members of AFERM. This represents annual membership growth of 

66.5%. There are 16 corporate sponsors of AFERM who support AFERM. For a list of our 

corporate sponsors, see page 27. 

AFERM serves the Federal government and the public through sponsoring efforts for full and 
fair accountability for managing risk in achieving organizational objectives. AFERM maintains a 
forum for discussion of the Federal risk management profession, sponsoring educational and 
training programs, encouraging professional development, influencing risk management 
policies and practices, and serving as an advocate for the profession.  

The benefits of AFERM membership include the following: 

 Education, training, and knowledge 

 Insights on emerging trends, tools, and techniques 

 Career advancement and networking opportunities 

 Direct access to risk management professionals in the public and private sectors 

 Annual Federal ERM Summit for advancing industry best practices 

To join AFERM, please use the following link: https://www.aferm.org/membership/. 

__________________________ 

The chair of the AFERM Membership Committee is Yehuda Schmidt of Cotton & Company at 
AFERM.membership@gmail.com. 
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Leadership of AFERM 

Officers 
President, Sallyanne Harper 
Past President, Todd Grams 
President-Elect, Peggy Sherry 
Treasurer, Tim Hanlon 
Secretary, Harold Barnshaw 
VP at Large, Ed Hau 
VP at Large, Ken Phelan 
VP at Large, Cynthia Vitters 
 
Corporate Advisory Group (CAG) 
Cynthia Vitters, Deloitte 
Werner Lippuner, Ernst & Young 
Denise Lippuner, CAG Chair, Grant Thornton 
David Zavada, Kearney & Company 
Betsy Eger, KPMG 
David Fisher, PwC 
Debra Swedberg, Accenture 
Paul Marshall, AOC Solutions 
Burt Nuehring, Crowe Horwath LLP 
Karen Britton, e-MANAGEMENT 
Erik Edlund, CEB/Gartner 
Kateryna Pyatybratova, George Washington 
University 
Wendy Morris, MorganFranklin 
Shawn O'Rourke, ProConcepts 
Kameron Turner, Protiviti 
Sheri Francis, TFC Consulting 
 
Audit 
Sheri Francis, Chair 
Ed Hau 
Montrice Yakimov 
 

Bylaws, Policies and Procedures 
Harold Barnshaw, Chair 
 
Communications 
Shelly Turner, Chair 
Morgan Fuentes 

 
CAG Liaison 
Laurie Champion, Chair 
 
Finance/Budget 
Tim Hanlon, Chair 
Wendy Morris, Treasurer-Elect 
 
Strategic Planning 
Luis James, Chair 
Peggy Sherry 
Bob Young 
 
Membership 
Yehuda Schmidt, Chair 
Domenyck Schweyer 
Kameron Turner 
 
Programs 
Thomas Holland, Chair 
Christine Jones, Chair, 2017 Summit 
Ken Fletcher, Vice-Chair, 2017 
Summit 
Bernice Lemaire, Chair, Training 
Calandra Layne, Vice-Chair, Training 
Chris Hare, Vice-Chair, Training 
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Thank you for your support! 
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