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Defining Risk, ERM 

The correct definition of risk accommodates both the avoidance of losses 

(value protection) and the enhancement of opportunities (value creation). 

 

Risk is the potential for loss, or the missed opportunity for gain, caused 

by events that prevent a firm from achieving its strategic objectives. 

 

Simply put, how a firm balances that                                                                       

equation reflects its risk philosophy. 
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Defining Risk, ERM 

ERM is a management tool that, when properly aligned to key business strategies and 
integrated with key business processes, enables an organization to: 

 

 Align key objectives with the management of risks that threaten them 

 Systematically identify, measure, assess, prioritize,  respond to, report on, and 
monitor risks across the entire portfolio 

 Address the ‘full spectrum’ of risks 

 Focus only on key risks 

 Develop risk practices that encompass the entire business, creating connections 
between silos 

 Consider single events and complex risk interactions /interdependencies 

 Aggregate risks into a corporate-wide risk profile 

 Infuse risk practices into the corporate culture, so that decisions evolve from a risk-
informed process linked to risk appetite 
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The ERM Value Proposition 

Strategic Risks Operational  
Risks 

Financial 
Risks 

Other Risks 
 

Strategy and Risk Alignment 

Integrated and Informed Decision-Making 

Value Protection (Loss Avoidance) 

Optimized Risk Financing Costs 

Brand Recognition and Reputation  

Ownership, Accountability, and Compliance 

Enterprise Risk Management 
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Value Creation (New Products or Services) 

Efficient and Optimized Business Operations 

Measurable Risk Appetite and Tolerance 

Value to Customers, Employees, and Organization 
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A Comprehensive Approach 
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Just like processes within an organization are integrated with one another, risks are 

also linked and interdependent.  

 

 

 

 

 

 

 



An Integrated Framework 

ERM Culture 

Enabling Activities 

Set Objectives 

Analyze and 
Evaluate Risks 

Monitor and 
Report Risks 

Treat Risks 

Establish the 
Context 

Identify Risks 

Create and 
Preserve 

Value 

ERM Integration ERM Infrastructure ERM Process 

Change 
Management 

Continuous          
Improvement 

Communication Information    
Sharing 

Awareness/ 
Training 

Vision/Goals 

Governance 

Oversight Structure 

People 

Common Language 

Policies 

Technology 

Tools 

Techniques 

Strategic Planning 

Capital Allocation 

Operational Processes 

Quality Processes 

Product Development 

Special Projects 

Acquisitions / Mergers 

Performance Management 

Management Reporting 

 

Enterprise Risk Management 
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Integrating ERM with Business Process 

Five key areas of focus to ensure success: 

 

1. Tone at the top and leadership buy-in 

2. Organizational awareness, education, and change 

3. ERM strategy aligned with corporate strategy 

4. Active role in key business activities 

5. ERM process reinforcement 

 

 

 

 

 

 

 

 



1. Tone at the Top 

The number one killer of well intentioned ERM programs. 

 

 The board and c-level executives must be genuinely engaged 
from day one and reinforce all ERM activities and messages 

 The CRO – or equivalent – must have sufficient authority to 
work hand-in-hand with other executives in risk-taking roles… 
and to stand up to them when necessary 

 The CRO should have a ‘seat at the table’ for all key strategy 
meetings and business decisions 

 The CRO should have a direct line to the board, and should be a 
regular at board meetings, even if a risk committee isn’t in place 
or isn’t reporting 

 

 

 

 

 

 

 

 

 

 

 



2. Organizational Awareness, Education, Change 

A robust ERM program involves substantial ‘set up time’ and 

should not be rushed… 

 Board, executive management, senior management, and staff 
kick-off meetings 

 Flyers, brochures, intranet sites 

 Risk surveys 

 Training at all levels 

 

 

 

 

 

 

 

 

 

 

 



2. Organizational Awareness, Education, Change 

Relationships, relationships, relationships… 

 

The CRO must be more than a technical expert.  Soft skills 

are a MUST! 

 

 

 

 

 

 

 

 

 

 

 

Conceptual Skills

Planning
Organizing

Decision-Making
Management Process

Ethical Judgment

Organizational Architect
Strategic Thinking

Technical Skills

Risk Management Process
Risk Analysis

Risk Control
Risk Financing

Enterprise Risk Management

Project Management
Insurance Knowledge

Vendor Relations
ERMIS & Claims Management

Core Competency Skills
Interpersonal Skills

Leadership
Motivator

Negotiations

Consensus Builder
Team Builder

Personal Skills

Motivated
Innovative

Experienced

Communication
Consultative

Accounting

Economics
Finance

Legal

Compliance
Human Resources

Audit

Management

Information
Technology

Marketing

Operations
Statistics

Security
Safety

Business Skills



3. ERM Strategy, Business Strategy 

The ERM strategy and the overall business strategy must be 

one and the same... 

 

A case study:  Pentagon Federal Credit Union 

 

1. ERM Vision  

Optimize the financial and operational performance of 

PenFed’s aggregate portfolio, both through the preservation 

of existing assets and the creation of future growth 

opportunities, while continuously adding value to the 

Members’ experience. 

 

 

 

 

 

 

 

 

 

 

 



3. ERM Strategy, Business Strategy 

2.  Mission 

 

 

 

 

 

 

 

 

 

 

Corporate Mission ERM Mission  

Provide superior 

financial services, 

responsive to 

members’ needs, in a 

cost effective manner 

 Establish a link between risk 

management and an increase in Member 

value 

 Create a culture of risk awareness that 

empowers leaders and holds all 

employees accountable for the protection 

of assets 

 Aggregate and manage the full spectrum 

of risks and understand their 

interdependencies 

 Provide leaders with the information and 

analysis required to make informed risk 

taking and risk mitigating decisions 

  



3. ERM Strategy, Business Strategy 

3.  Strategic Objectives (one example) 

 

 

 

 

 

 

 

 

 

 

Corporate Objectives ERM Objectives 

Deliver superior 

pricing power 

 Improve business value by optimizing 

risk and return to the extent tolerated by 

PenFed’s risk appetite. 

 Blend rewarded risk taking activities 

(growing the business) with unrewarded 

risk activities (protecting assets).  

 Integrate ERM into the above through an 

informed, strategic decision-making 

process. 

 Improve the understanding of the 

interactions between risks to eliminate 

unknown natural hedges that affect the 

bottom line. 

  



4. Active Role in Key Business Activities 

As previously mentioned, the CRO must have a seat at the 

table when it comes to key business decisions: 

 

 Strategic planning meetings 

New product launches 

Mergers and acquisitions, due diligence 

 Process and technology improvements 

 Implementation of regulatory changes 

 

 

 

 

 

 

 

 

 

 

 

  



5. ERM Process Reinforcement 

Not a ‘one and done’.  More than just an ‘annual exercise’. 

 

 Keep policies and procedures current 

 Continuously improve tools and templates 

 Regularly report through audience appropriate dashboards 

 Re-perform risk assessments regularly, and treat risks in a 
timely manner, according to priority 

 Revisit risk appetite with the board during periods of 
change and uncertainty 

 Ensure KPIs and KRIs remain relevant and a true reflection 
of business priorities 

 

 

 

 

 

 

 

 

 

 

 

 

  



5. ERM Process Reinforcement 

Understand and communicate the role of Internal Audit… a collaborative 

effort! 

 

Core Internal Audit roles include: 

 Giving assurance on risk management processes. 

 Giving assurance that risks are correctly evaluated. 

 Reviewing the management of key risks. 

 

Safeguards include: 

 Management remains responsible for  the risk management activities. 

 IA does not manage any of the risks on behalf of management. 

 IA provides advice, challenge and support to management’s decision 
making, as opposed to taking risk management decisions themselves. 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

Questions? 


