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Over the past decade, we have advised commercial firms across various industries on how to 

design, implement and enhance their Enterprise Risk Management (ERM) programs, helping 

them translate an abstract framework into practical solutions. We now work with Federal 

agencies on similar initiatives and recognize that they tackle many of the same issues as the 

commercial firms in trying to make ERM operational and derive value from it. It is clear that 

Federal agencies’ progression along the ERM maturity curve is analogous to that of commercial 

firms. 
 

One question that comes up in almost every conversation we have with our clients is about the 

relationship and interdependency between an enterprise’s internal controls and ERM programs. 

Similar to commercial clients whose impetus for building a robust internal controls program was 

compliance with Sarbanes-Oxley Sections 404 and 302, Federal agencies are satisfying Office 

of Management and Budget (OMB) Circular A-123 Appendix A requirements. The following 

table compares OMB Circular A-123 Appendix A and ERM programs in the scope of objectives 

they are set up to meet, the risks and controls being considered and the reporting requirements 

being satisfied, as well as the value delivered.  

 

 



 
Federal agencies’ efforts to satisfy OMB Circular A-123 requirements yielded very tangible 

results as well as a number of more subtle impacts: 
 

Tangible results Subtle impacts 

• Cradle-to-grave process maps 

• Control matrices identifying and 
documenting risks and controls 

• Improved or newly created policies and 
procedures 

• Test plans and results 

• Identification of process and control 
gaps 

• Ensuing training materials 

• Expanded understanding of specific 
employee responsibilities 

• Consistent approach to documenting 
and evaluating processes and control 
activities 

• Formalization of otherwise loose, 
redundant or non-value-added 
activities 

• Establishment of ownership and 
accountabilities 

 
Even though OMB Circular A-123 Appendix A compliance programs focus mostly on internal 

control over financial reporting rather than agency-wide cross-functional processes, these 

efforts result in a substantial foundation for establishing an ERM discipline. Federal agencies 

can use that foundation to improve performance by identifying, assessing and mitigating risks 

that could impact the achievement of desired outcomes beyond solely detecting and preventing 

financial reporting risks and confirming that internal controls over financial reporting are 

designed and operating effectively. 
 

 
The momentum gained through OMB Circular A-123 compliance initiatives, as well as the 

documentation and knowledge acquired, yield an exceptional opportunity for Federal agencies 

to move toward a culture of risk-enabled performance. The first step on this journey is to 

recognize the benefits achieved from the compliance program investment, capitalize on it and 

go beyond the compliance element to target a wider, risk-enabled performance management 

agenda. As Federal agencies integrate their internal controls and ERM programs, they should: 
 

 
• Acknowledge the “centers of excellence” created by disparate assurance and 

compliance initiatives and build on that success by attracting and involving the personnel 

who have the knowledge and expertise to extend the process beyond the financial 

reporting area. 
 

 
• Develop an enterprise-wide infrastructure and governance structure to eliminate a siloed 

approach to risk assessment and gain efficiency improvements that will lead to 

incremental changes in operating effectiveness and performance outcomes. 
 

 
• Align discrete internal control, assurance and compliance programs to rationalize the 

development, distribution and training on new and improved policies, procedures and 

processes. 
 

 



• Streamline operational and strategic risk ownership and reporting to avoid redundancies 

and inefficiencies. 
 

 
• Provide for a proactive process and agency-wide, cross-discipline dialogue and training 

to anticipate uncertainties; understand their aggregate impact and shift the focus from 

managing individual risks to monitoring and mitigating risks to performance outcomes 

across the enterprise. 
 

 
• Position ERM to become integral to strategy formulation, operational decision-making 

and resource allocation, oriented around outcomes rather than individual risks.  

 

Thoughtful and deliberate integration of the effort and resources invested in internal control 

compliance with the implementation of an ERM program offers Federal agencies an opportunity 

to reduce the volatility in their performance outcomes and the cost of compliance, while 

increasing confidence in management’s ability to execute mission and strategy. 
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